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Cloud Storage Security hg -|

and Data Security

Status Quo

for [T-Security B

* No encryption
* Provider based encryption
* User based encryption with desktop tools (Truecrypt, GPG, ...)
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* Secure storage of user supplied data on any cloud storage
* Group communication and collaboration capabilities
* Complete control over data by group participants / particular users
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Cloud Storage Security hg i
Status which would be desirable s Gtz it

* Secure storage of user supplied data on any cloud storage

* Group communication and collaboration capabilities

* Complete control over data by group participants / particular users
* No trust relationships between user and cloud storage provider
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* User controlled security
- Users keep control over their data
* Scalability
- Extensible, modular and interoperable architecture
* Efficiency
- Hardware accelerated and optimized crypto algorithms
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* User controlled security
- Users keep control over their data
* Scalability
- Extensible, modular and interoperable architecture
* Efficiency
- Hardware accelerated and optimized crypto algorithms
* Mobility
- Specially designed for mobile devices
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* User controlled security

- Users keep control over their data
* Scalability

- Extensible, modular and interoperable architecture
* Efficiency

- Hardware accelerated and optimized crypto algorithms
* Mobility

- Specially designed for mobile devices
* Transpareny

- As transparent as possible for end-users
* Seamless integration

- Easy to integrate in existing systems
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Sec” Concept h g e
Major Design Goals it i T

* User controlled security
- Users keep control over their data
* Scalability
- Extensible, modular and interoperable architecture
* Efficiency
- Hardware accelerated and optimized crypto algorithms
* Mobility
- Specially designed for mobile devices
* Transparency
- As transparent as possible for end-users
* Seamless integration
- Easy to integrate in existing systems
Hybrid Documents
- Partly encrypted documents with unencrypted public blocks
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* Confidentiality
- achieved by using XML Encryption
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* Confidentiality
- achieved by using XML Encryption
* Authenticity
- achieved by using signed SAML Assertions
* Reliability
- achieved by providing seamless data roaming between
transport media

SEC?: Secure Mobile Solution For Distributed Public Cloud Storages CLOSER 2012 | Porto, Portugal | April 18 — 21, 2012 23



Sec? Concept hg1 -| =
Aimed Security and Usability Goals o Gtz el B

—

* Confidentiality
- achieved by using XML Encryption
* Authenticity
- achieved by using signed SAML Assertions
* Reliability
- achieved by providing seamless data roaming between
transport media
* (optional) Integrity
- achieved by (optional) using XML Signature on payload data
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Aimed Security and Usability Goals o Gtz el B

—

* Confidentiality
- achieved by using XML Encryption
Authenticity
- achieved by using signed SAML Assertions
Reliability
- achieved by providing seamless data roaming between
transport media
(optional) Integrity
- achieved by (optional) using XML Signature on payload data
Tagging of encrypted data

- achieved by providing unencrypted public document parts for
non-confidential data
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( Calendar Application W

<calendar>

N

ﬂ““x\
<Event>

<Date>11.04.2011, 12:00</Date>
<Note enc="CKl”>note...</Note>

1 /Event
(:Ileer]t </Za§endai>
//,
Encrypted
_ Y . Document Key . .
[ XML Encryption Engine | | microSD Card |

" Document Key )
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<calendar>

</calendar>

\

<EncryptedKey Id="CK1">

</EncryptedKey>

<Event>
<Date>11.04.2011,
<EncryptedData>

12:00</Date>

</EncryptedData>
</Event>

S
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p
[ Applications 1}}
App-Sec?
J L Interface
Sec? -Mlddleware

{ XML Enc_:ryption J { Key Manager J { microSD Card J

Engine
1 VHO-Sec?
} Interface
[ Seamless Mobility Support for Data-Stream ]

u\] Insecure
\ Channel

-

-

f GSM J LUMTS]

AN

LTE ] { WLAN_]

e\/

% 0“'3/ Trustworthy Key Server
2 @ e
% ® e

Insecyre
_E’_T?_ﬂnel

IP based Network
(Internet)

Untrusted Cloud
Storage Services

SEC?: Secure Mobile Solution For Distributed Public Cloud Storages CLOSER 2012 | Porto, Portugal | April 18 — 21, 2012

27



Sec? Architecture
Module Scheme 1/2

[ |

[ |
Chair for Network
and Data Security

Horst Gortz Institute B
for [T-Security B

* Applications
- End user application

( Mobile Device

Applications 1
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_ Interface

Sec’-Middleware

J[ Key Manager J[ microSD Card J
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* Applications

- End user application
* Sec? Middleware

- Core processing

( Mobile Device
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* Applications

- End user application
* Sec? Middleware

- Core processing
XML Encryption Engine

- En-/Decryption

( Mobile Device

r
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App-Sec?
Interface
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Sec’-Middleware

{ Key Manager J{ microSD Card J

XML Encryption
Engine
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Chair for Network
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Applications

- End user application
Sec? Middleware

- Core processing
XML Encryption Engine

- En-/Decryption
Key Manager

- Key management

- Key generation

- Key fetching

( Mobile Device

r

(oo )}

4L

App-Sec?
Interface

-~

XML Encryption
Engine

Sec’-Middleware

~

J Key Manager { microSD Card J

S

VHO-Sec?

Interface

[ Seamless Mobility Support for Data-Stream

)

i Insecure
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Applications

- End user application
Sec? Middleware

- Core processing

( Mobile Device

r

(oo )}

4L

App-Sec?
Interface

-~

Sec’-Middleware

XML Encryption
Engine

(

J [ Key Manager J microSD Card

Mobile Security Card
SE1.0

icro
ms=

XML Encryption Engine

- XML en-/decryption [ Seamicas oty 6
* Key Manager y—

- Key management - { e :

- Key generation L= LUMTS]\O:E ()

- Key fetching A
* MicroSD Card IP based Network

- Secure key storage
- Key wrapping
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e VHO Layer [ Mobile Device /
- Seamless roaming | Aepicatons ]ﬂ
beyond transport 1 [imerece
media boundaries — Sec’-Middleware |
¢ Trustworthy Key Server {[ Engine J[ Key Manager J[ microSD Card J
- Hardware secured 7 [hoss
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Untrusted Cloud
Storage Services
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* VHO Layer

- Seamless roaming
beyond transport
media boundaries

* Trustworthy Key Server

- Hardware secured
key deposit

* Untrusted Cloud Storage

Service
- Storage for data

-

(

( Mobile Device

p
[ Applications 1}}

1 L‘."n‘izr?;z

Sec’ Mlddleware )

XML Encryption

Engine

J{ Key Manager ]{ microSD Card J

VHO-Sec?
} Interface

Seamless Mobility Support for Data-Stream ]
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(Internet)

———
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Mobile Client

Sec®-Middleware

Trustworthy Key Server

Keys

Document

Private and
Public Key

Cluster
DK1 Keys
DK2 CK1
DK3 CK2 “—
DK4 |‘ CK5
| ]
Ecki (DK1) ‘/

HSM

Client 1 Public Key

Client 2 Public Key

Client 1

Client 2

E/@

Insecure Cloud Storage Services

Epks (XML data)

DK1< Epks (XML data)

Epki (XML data)

fii

~

Legend:

CK := Cluster Key
DK := Document Key

E := Encryption
doc := Document
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* (asym) Private/Public key
- Authentication
- Key wrap
- User specific

Sec®-Middleware HSM

Document ‘ Client 1 Public Key
Keys Public Key
T

Mobile Client Trustworthy Key Sewer%
:

Client 2 Public Key

Keys

gg pa— Client 1
CK5 Client 2

DK1<

Ecxs (DK1

Epk1 (XML data)

Epk1 (XML data)

Epks (XML data)

lrIlI
\

{

\

@ Insecure Cloud Storage Services
. kot

Legend:
CK := Cluster Key E := Encryption
DK := Document Key doc := Document
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* (asym) Private/Public key
- Authentication

Mobile Client Trustworthy Key Server
Sec’Middleware HSM @

- Key wrap

Document
Keys

Private and
PN

Client 1

Public Key

Client 2

Public Key

CK1, CK2

- User specific

Cluster

Keys

gg e Client 1
\ CK5 ‘ Client 2

* (sym) Cluster key ; S
- Document key wrap Gﬁ @P
- Group specific (o

Epks (XML data)
Epks (XML data)

DK1<

Epki (XML data)

Hi

~

Legend:

CK := Cluster Key
DK := Document Key

E := Encryption
doc := Document
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* (asym ) P rlvate/P u bI IC key Mobile Client Trustworthy Key Server
- Authentication e i tg
_ Key Wra p Do;::';ent _ Client 1 Public Key

Client 2 Public Key
Cluster

Keys

= USGI’ SpeCIfIC okl 2 leenﬂ CK1, CK2
* (sym) Cluster key s

- Document key wrap Gﬁ &
- Group specific (e

-~/

* (sym) Document key <
- Payload Epks (XML data)
en-/decryption k ‘
Legend:
CK := Cluster Key E := Encryption
DK := Document Key doc := Document
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Cloud Storage
Services

lrt

)

Mobile Client

Trustworthy Key
Server

D

Pmcessing

Signed sapL

—key request |

SAML key
response

r t

uthorization check
and
key search
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—

SPONSORED BY THE

m Federal Ministry
&2 of Education

and Research Ini’. %‘tRﬂﬂdﬂrﬁNUmb&F()

This work was funded by the rﬂturn Lf, /ff ChﬂSE'n bﬂ Fﬂll‘ "-'-IJEE ﬁ;“
Sec2 ject of the G

F:gerglrol\Jllei:\i:try if srman ;"f auurﬂﬂteed t':! be random.
Education and Research }

(BMBF, FKZ: 01BY1030)

Source: [www.xkcd.com]
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